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RESILIENCY

A function f is said k -resilient if and only if for any g with less than k
variables,

f (x0,x1, . . . ,xn−1)+g(xi0 ,xi1 , . . . ,xik−1)

is balanced.

This is equivalent to say that

Wf (a) = 0

for all a of Hamming weight smaller than or equal to k [Car21].
Example :

f = x0x1x2 + x3 + x4
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ALGEBRAIC IMMUNITY

The algebraic immunity of a Boolean function f is

AI(f ) = min
g 6=0
{deg(g)|fg = 0 or g(f +1) = 0}

Example :
f = x0x1x2 + x3 + x4
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DEGREE AND RESILIENCY [SIEG84]

Let f be an n-variable Boolean function, then when deg(f )> 1,

deg(f )+ res(f )≤ n−1

Example :
f = x0x1x2 + x3 + x4
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BOUND ON ALGEBRAIC IMMUNITY

For any f with n variables,

AI(f )≤ dn/2e

Example :
f = x0x1x2 + x3 + x4
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GOLDREICH’S PRNG [G00]

I Seed is x1,x2, . . . ,xn

I For any output bit yi = f (xi1 ,xi2 , . . . ,xic )

Question : How much can you output with f = x0x1x2 + x3 + x4 ?

resiliency and algebraic immunity
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OPEN PROBLEM

On the algebraic immunity - Resiliency trade-off, implications for
Goldreich’s Pseudorandom Generator - A. Dupin, P. Méaux and M.
Rossi - eprint 2021/649

CONJECTURE
For all 0≤ k ≤ `, for all n > k +1, there exists an n-variable function
such that

res(f ) = k and AI(f ) = min(dn/2e,n− k−1)
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WHY IS IT INTERESTING ?

I The two criteria are used differently

I Previous constructions do not work

I Exhaustively checked up to 6 variables

I Goal is more precise
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