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Introduction

Question

Let (M, M') be a pair of public messages, then

Pr[F(M) = F(M')]?
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Very known facts

Mo+ a M; +b M,

K%é—> P ;é > P Hé—»————»Output

Pr[Collision] = DP(a, b)
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Very known facts

Parallel Construction

Framework

m Pis"easier"than Po P.

m DP(a,b)is known foralla, b € F5.

Goal

Find a collision in the output.
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Introductior

Serial Construction New facts

Parallel Construi
onclusior

Not really Birthday

m (Mg, M;),(Mo + a, My + b),(Mg, My), (Mg + a,M; + b), ...
m Pr[Collision] = dp(a, b)

m (Mg, My),(Mo + a, My + b), (Mg, M;),(Mg + a,M; + b), ...
m If My = M or My = M}, + athen Pr = 0, else Pr = 27"

Choose carefully the messages in a specific subspace...
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New facts

Using Covering Vector spaces

(a1, 00), (a2, b2), ..., (a,, by)) = Vsuch that
Moy, = > Gap >0,

(a,b)ev
By making this strategy:
Mo, My Mg, M;
Mg + a3, My + by My + ay, M; + by
Mo + az, M; + b My + ax, M) + b,
Mo + a; + ap, My + b; + b Mg + ay + az, My + by + by

M0—|—Ea,,M1—|—Zb,- Mg“v‘zai,M-q“FZbi
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Introductior

Serial Construction New facts

Parallel Construction

Using Covering Vector spaces

We get
1 n
Pr[COIIiSiOn] = Nplock X Moyv X 2‘/_1 + 27 X ( b1206k> 22V
D 2
Pr[Collision] = > X Moy, + -
And

Moy, >> 7?2
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Real Attack

In Practice: XooDoo

2712 2712 2712
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U + a a V + b
o Mo + U, My + V
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Real Attack

In Practice: XooDoo

2712 2712 2712
bl
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Real Attack

In Practice: XooDoo

2712 2712 2712
bl
U + a a V + b
Moy =~z 2%
S Mo+ UM+ V Pr[Collision] = 2™ x 272
0 s V1

>> 21 x 2736

22 Mo+U+4+a,M+V+b
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Experiments on 3-rounds XooDoo

m d touch 6 different S-boxes;

m Apply techniques to a subspace of dimension 6 x 3 = 18.

1%4/31



Introductior
Serial Construction

Parallel Construction

) Real Attack
onclusior

Experiments on 3-rounds XooDoo

m d touch 6 different S-boxes;
m Apply techniques to a subspace of dimension 6 x 3 = 18.
But,

If we obtain a collision in a set, we obtain 8 collisions.
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Parallel Constr on

Real Attack

Experiments on 3-rounds XooDoo

On the choice of the subspace of dimension 12, 3 millions random sets of size 2.

o| v | 2|3 |4|5|6/|7
* 1200 | 65|17 |8 0|1|0
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Introd
Serial Construction

Parallel Constr on

Real Attack

Experiments on 3-rounds XooDoo

On the choice of the subspace of dimension 12, 3 millions random sets of size 2.

o| v | 2|3 |4|5|6/|7
* 1200 | 65|17 |8 0|1|0

The probability of getting A collision is then smaller than expected...

Where this behaviour comes from?

15/31



Introductior

Parallel Construction
onclusior

Plan of this Section

Parallel Construction
m Framework
m Boring Formulae
m Real Study
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Framework

Parallel Constructi

New Criteria: Squared pseudo-Walsh Coefficient

» Output
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Introductior

Parallel Construction

Framework

m P operates on n-bit words;
m indepent keys with |K;| = [M;[;
m dp(a, b) known foralla, b € F.

Framework
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Framework
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Find a collision in the output
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Boring Formulae

Parallel Construction
onclusion

New criteria

LetM = (Mo, M, ..., M;)and M’ = (M}, M, ... M)).
i

D P(Ma + Ka) + Ej: P(M5 + Kg) = Fi(M, M) + Fi (M)

a=0 B=0
where )
j
(M, M) =" (P(Mo + Ka) + P(M, + Kq))
a=0
and

i

Fi(M) =D P(Ms +Kg).

B=j+1
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Boring Formulae

Parallel Construction
Conclusion

New criteria

LetM = (Mo, M, ..., M;)and M’ = (M}, M, ... M)).
i

D P(Ma + Ka) + Ej: P(M5 + Kg) = Fi(M, M) + Fi (M)

a=0 B=0
where )
j
(M, M) =" (P(Mo + Ka) + P(M, + Kq))
a=0
and )
Fij(M) = Z P(Ms + Kg) .
B=j+1
Goal
i J
p=Pr P(Mo + Ka) = > P(M} + Kp)
a=0 B=0
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Boring Formulae

Parallel Construction
onclusion

New criteria

p = Pr[F(M, M) + Fij(M) = 0]

Independent keys implies

Pr[F;(M)=A]=27",

p=2"> Pr[F(mM M) =4].

AEFY

p=2"" Y DP(ag,A+ b+ -+ b)DP(a, b;)DP(az, b;) - - -

Aby,....bEF?

DP(aj, b}) .
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Boring Formulae

Parallel Construction
onclusior

Pseudo-Walsh Transform

We pose, fora € I3,

Then, we have

0P(a, bo) = 5 S (~1)"#WE(h).

neky

(DP(ao) * DP(a:)(bo) = » _ DP(ao, b)DP(as, b + bo)
belF]

m Associative
m Commutative

m Bilinear
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Pseudo-Walsh Tranform

p =W, (We[DP(ao)](1)We[DP(ar)](12) - - - We[DP())](12) We[DP(uni)] (1)) (0)

which can be expressed with

p= 50 3 WelDP(@)](1) - WrlDP(@)] (1) Wr[oP(un] (1)

nek;

> bP(a;b) =1.

b

This means then exactly that for all 1 € F5 and for all a;, [Wh[DP(a;)](1)| < 1.
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Boring Formulae

Parallel Construction
onclusion

Pseudo-Walsh Transform

Moreover, as DP(uni) = 27", we have W5[DP(uni)](x) = 0 forall i # 0 and
W,[DP(uni)](0) = 1. This Ws[DP(uni)] appears if and only if the size of the
messages are different. If this is the case, we obtain the probability

p= 217WP[DP(01)](O)WP[DP(az)](O) -+- We[DP()](0)
but for all 2" differential vector,

Walop(a:)](0) = 3 DP(a,b) = 1

bER?

Hence, when two messages are of different size, the probability that guetting a
collision is exactly 27".
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Best choice is when a; = a5

> DP(ag, b)DP(ay, b) = Z DP(ap, b)? + DP(ay, b)?
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Boring Formulae

Parallel Construction
onclusior

Best choice is when a; = a5

> DP(ag, b)DP(ay, b) = Z DP(ap, b)? + DP(ay, b)?

belF} beFy]

So we focus on

DP(a, b)?
rré%X;F (a,b)
2
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arallel Construction Real Study

Tight in number of queries

Let Asuchthat >, DP(A, b)? is maxmal.
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Parallel Construction

Conclusion

Tight in number of queries

Real Study

Let Asuchthat >, DP(A, b)? is maxmal.

Mo + A
My + A
M,
M3
M,
Ms
Me
M
Mg

Mo —+ A
My
M, + A
Ms
M,
Ms
Mg
M;
Mg

Mo + A
M
M,
M; + A
M,
Ms
Me
M;
Mg

Mo + A
My
M,
Ms
M, + A
Ms
Mg
M
Mg

Mo + A
M,
M,

M,
Ms + A
Mg
M;

Mo + A
M
M,

M,
Ms
Mg + A
M

Mo + A
My
M,

M,
Ms
Mg
M; + A
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Introductior

Parallel Construction

Real Study

Tight in number of blocks?

m The same technique as the parallel one can be applied (win one round)

m Find a vector space... You know the rest
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Parallel Construction
onclusior

Real Study

Using the average and not the max

Mg + Ag, My + A
Mo + D, My + L
Mo + Dp, My + A
Mo + Az, My + A
Mo + Ay, My + A,
Mo + As, My + Ag
Mg + Ag, My + Ag

Pr[Collision] = Moy(z §%) x D?
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Parallel Construction
onclusior

Real Study

Using the average and not the max

Mg + Ag, My + A
Mo + D, My + L
Mo + Dp, My + A
Mo + Az, My + A
Mo + Ay, My + A,
Mo + As, My + Ag
Mg + Ag, My + Ag

Pr[Collision] = Moy(z §%) x D?

1
2
Moy(E DP)>2—n
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Conclusion

Plan of this Section

Conclusion
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Comparisons

Conclusion

Parallel Serial

2 blocks is "easier” 2 blocks is the best
DP S~ pp?
bound bound

not tight if cheat
almost tight for D small

tight if cheat
almost tight for D small
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Conclusion

Questions

m Experiments for 3-rounds XooDoo parallel ?
m Find greater vector spaces ?
m DPis easy, but what about y_ DP??
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