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P is ”easier” than P ◦ P.

DP(a, b) is known for all a, b ∈ Fn
2 .

Goal
Find a collision in the output.
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Using Covering Vector spaces

⟨(a1, b1), (a2, b2), . . . , (av, bv)⟩ = V such that

MoyV =
∑

(a,b)∈V

δa,b > δ .

By making this strategy:

M0,M1

M0 + a1,M1 + b1
M0 + a2,M1 + b2

M0 + a1 + a2,M1 + b1 + b2

M0 +
∑

ai,M1 +
∑

bi

M′
0,M

′
1

M′
0 + a1,M′

1 + b1
M′

0 + a2,M′
1 + b2

M′
0 + a1 + a2,M′

1 + b1 + b2

M′
0 +

∑
ai,M′

1 +
∑

bi
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Using Covering Vector spaces

We get

Pr[Collision] = nblock × MoyV × 2v−1 +
1

2n
×
(
nblock
2

)
22v

Pr[Collision] =
D

2
× MoyV +

D2

2n

And
MoyV >> δ ??
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The probability of getting A collision is then smaller than expected...
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New criteria

LetM = (M0,M1, . . . ,Mi) andM′ = (M′
0,M

′
1, . . . ,M

′
j ).

i∑
α=0

P(Mα + Kα) +
j∑

β=0

P(M′
β + Kβ) = Fj(M,M

′) + Fi,j(M)

where

Fj(M,M
′) =

j∑
α=0

(P(Mα + Kα) + P(M′
α + Kα))

and

Fi,j(M) =
i∑

β=j+1

P(Mβ + Kβ) .

Goal

p = Pr

 i∑
α=0

P(Mα + Kα) =
j∑

β=0

P(M′
β + Kβ)
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New criteria

p = Pr [Fj(M,M
′) + Fi,j(M) = 0]

Independent keys implies

Pr [Fi,j(M) = A] = 2−n ,

p = 2−n
∑
A∈Fn

2

Pr [Fj(M,M
′) = A] .

p = 2−n
∑

A,b1,...,bj∈Fn
2

DP(a0, A+ b1 + · · ·+ bj)DP(a1, b1)DP(a2, b2) · · · DP(aj, bj) .
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Pseudo-Walsh Transform

We pose, for a ∈ Fn
2 ,

Wa
P (µ) =

∑
b∈Fn

2

(−1)b·µDP(a, b) .

Then, we have

DP(a, b0) =
1

2n
∑
µ∈Fn

2

(−1)b0·µWa
P (µ) .

(DP(a0) ∗ DP(a1)(b0) =
∑
b∈Fn

2

DP(a0, b)DP(a1, b+ b0)

Associative

Commutative

Bilinear

21 / 31



Introduction
Serial Construction

Parallel Construction
Conclusion

Framework
Boring Formulae
Real Study

Pseudo-Walsh Transform

We pose, for a ∈ Fn
2 ,

Wa
P (µ) =

∑
b∈Fn

2

(−1)b·µDP(a, b) .

Then, we have

DP(a, b0) =
1

2n
∑
µ∈Fn

2

(−1)b0·µWa
P (µ) .

(DP(a0) ∗ DP(a1)(b0) =
∑
b∈Fn

2

DP(a0, b)DP(a1, b+ b0)

Associative

Commutative

Bilinear

21 / 31



Introduction
Serial Construction

Parallel Construction
Conclusion

Framework
Boring Formulae
Real Study

Pseudo-Walsh Transform

We pose, for a ∈ Fn
2 ,

Wa
P (µ) =

∑
b∈Fn

2

(−1)b·µDP(a, b) .

Then, we have

DP(a, b0) =
1

2n
∑
µ∈Fn

2

(−1)b0·µWa
P (µ) .

(DP(a0) ∗ DP(a1)(b0) =
∑
b∈Fn

2

DP(a0, b)DP(a1, b+ b0)

Associative

Commutative

Bilinear

21 / 31



Introduction
Serial Construction

Parallel Construction
Conclusion

Framework
Boring Formulae
Real Study

Pseudo-Walsh Tranform

p = W−1
P (WP[DP(a0)](µ)WP[DP(a1)](µ) · · ·WP[DP(aj)](µ)WP[DP(uni)](µ)) (0)

which can be expressed with

p =
1

2n
∑
µ∈Fn

2

WP[DP(a1)](µ) · · ·WP[DP(aj)](µ)WP[DP(uni)](µ)

∑
b

DP(ai, b) = 1 .

This means then exactly that for all µ ∈ Fn
2 and for all ai, |WP[DP(ai)](µ)| ≤ 1.

22 / 31
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Pseudo-Walsh Transform

Moreover, as DP(uni) = 2−n, we haveWP[DP(uni)](µ) = 0 for all µ ̸= 0 and
WP[DP(uni)](0) = 1. ThisWP[DP(uni)] appears if and only if the size of the
messages are different. If this is the case, we obtain the probability

p =
1

2n
WP[DP(a1)](0)WP[DP(a2)](0) · · ·WP[DP(aj)](0)

but for all 2n differential vector,

WP[DP(a2)](0) =
∑
b∈Fn

2

DP(a, b) = 1

Hence, when two messages are of different size, the probability that guetting a
collision is exactly 2−n.

23 / 31
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Best choice is when a1 = a2

∑
b∈Fn

2

DP(a0, b)DP(a1, b) =
1

2

∑
b∈Fn

2

DP(a0, b)
2 + DP(a1, b)

2



So we focus on
max
a∈Fn

2

∑
∈Fn

2

DP(a, b)2
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Tight or not tight?
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Tight in number of queries

Let∆ such that
∑

b DP(∆, b)2 is maxmal.

M0 +∆ M0 +∆ M0 +∆ M0 +∆ M0 +∆ M0 +∆ M0 +∆
M1 +∆ M1 M1 M1 M1 M1 M1

M2 M2 +∆ M2 M2 M2 M2 M2

M3 M3 M3 +∆ M3 M3 M3 M3

M4 M4 M4 M4 +∆ M4 M4 M4

M5 M5 M5 M5 M5 +∆ M5 M5

M6 M6 M6 M6 M6 M6 +∆ M6

M7 M7 M7 M7 M7 M7 M7 +∆
M8 M8 M8 M8 M8 M8 M8
...

...
...

...
...

...
...
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Tight in number of blocks?

The same technique as the parallel one can be applied (win one round)

Find a vector space... You know the rest
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Using the average and not the max

M0 +∆0,M1 +∆0

M0 +∆1,M1 +∆1

M0 +∆2,M1 +∆2

M0 +∆3,M1 +∆3

M0 +∆4,M1 +∆4

M0 +∆5,M1 +∆5

M0 +∆6,M1 +∆6

Pr[Collision] = Moy(
∑

δ2)× D2

Moy(
∑

DP2) >
1

2n
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Plan of this Section

1 Introduction

2 Serial Construction

3 Parallel Construction

4 Conclusion
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Comparisons

Parallel Serial
2 blocks is ”easier” 2 blocks is the best

DP
∑

DP2

bound bound
not tight if cheat tight if cheat

almost tight for D small almost tight for D small
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Questions

Experiments for 3-rounds XooDoo parallel ?

Find greater vector spaces ?

DP is easy, but what about
∑

DP2 ?
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