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Using Covering Vector spaces

〈(a1, b1), (a2, b2), . . . , (av, bv)〉 = V such that∑
(a,b)∈V

δa,b > δ .

By making this strategy:

M0,M1

M0 + a1,M1 + b1
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M′
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Security Criteria

If trail a 7→ b with probability 2−w1−w2−w3···−wr , we get collision with probability

2w1−w2−w3−···−wr−1

using
D = 21+w1+wr/2

We gain the first round and the half of the last round
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New Criteria: Squared pseudo-Walsh Coefficient
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Figure: The Parallel Construction
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Results

If Keys are independent and uniformly distributed, then

Pr[F(M) = F(M′)|M+ M′ = ∆]

is maximal when∆ has the same value on two blocks exactly.

The relevant criteria is

max
a

∑
b

(DP(a, b))2
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In iterated construction

U+ a a′
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Security Criteria

Complexity: 22w1+2w2+···+2wr−1+wr .
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Conclusion

Both strategies share the same security criteria:

The first round doesn’t count;

The last round counts for half.

But...

The parallel strategy seems to offer twice the security.
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